CITY OF MORROW SOCIAL MEDIA AND WEBSITE POLICY
SECTION 1. PURPOSE
This Policy governs the administration and use of both current and future social media sites and

websites operated by the City of Morrow ("City™) and reflects the following principles in
regulating speech in these digital spaces:

» Community engagement;

* Timely, accurate, and responsive information;
* Positive public image;

* Transparency and accountability.

SECTION 2. DEFINITIONS

Social Media Site-An internet-based platform or application that enables users to create profiles,
generate content, and share information, ideas, messages, and multimedia such as videos and
photos.

For example, social media sites include but are not limited to: Facebook, X (fO1merly Twitter),
Instagram, LinkedIn, and YouTube.

Website - A collection of linked web pages containing content hosted on a webserver and
accessible online under a single internet address (i.e. , domain name).

Content — Information that is posted or othelwise shared on a social media site or website.
Examples include, without limitation, words, photographs, illustrations, images, videos,
graphics, memes, emojis, and audio-recordings.

Obscene content - Content that appeals to an average person's prurient interest; depicts or
desclibes sexual conduct in a "patently offensive™ way; and, taken as a whole, lack serious
literary artistic, political or scientific value.

Users - Individuals who consume, and may also contribute, content on a social media site or
website.

Administrator - An employee authorized by the City to post and monitor content on a City-
operated social media site or website, including ensuring the accuracy of City-posted information
and overall compliance with this Policy.
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Copyright - A type of intellectual property that grants creators of original works-such as writings,
photographs, music, movies, and software--exclusive control over how their creations are used,
reproduced, and distributed. It protects the specific folm of expression, not the underlying ideas,

from the moment a work is "fixed" in a tangible medilllll. It is illegal to use copyrighted material
on City-operated social media sites or websites without the copyright owner's permission.

SECTION 3. STANDARDS

A. City-operated websites must be located on the City’s official website domain
(www.morrowga.gov) unless permission is granted by the City Manager or City Public
Information Officer to use a different domain.

B. City-operated social media sites must be created with approval from the City Manager or City
Public Information Officer.

C. All City-operated social media sites and websites must include an “About” statement that is
prominently visible to users and that clearly states: (1) the purpose of the site, including whether
it allows users to comment, react, or share content, and (2) the general topic areas to be
addressed on the site.

1. If the site allows users to comment, react, or share content, the “About” statement must
include the following language:

“This site is maintained by the City of Morrow for the purpose of providing information and
engaging the community. Use of this site is governed by the City of Morrow Social Media and
Website Policy [link to Policy]. The views of external participants commenting on this site do
not necessarily represent those of the City of Morrow.”

2. If the site does not allow users to comment, react, or share content, the “About” statement
must clearly state that the site is non-interactive. In such case, the comment/response function for
the site must be uniformly disabled.

a. It shall be a violation of this Policy to “hide” or delete user-shared content in lieu of uniformly
disabling the comment/response function.

b. It shall also be a violation of this Policy to allow users to comment/react/share content with
respect to some, but not all, City-posted content.

D. Either the City Manager or the City Public Information Officer shall designate in writing one
or more Administrator(s) for each City-operated website and social media site. Administrator(s)
shall be responsible for their website(s) or social media site(s) as described in “Section 2.
Definitions — Administrator.”
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E. All City-operated websites and social media sites shall be used by the designated
Administrator(s) only to provide information regarding official City business (e.g., City
programs, services, events, or other information pertaining to City operations). The
Administrator(s) and any other City employee(s) who publish content on a City-operated social
media site or website pursuant to their official job duties shall not use the site for communicating
about personal matters, promoting private businesses or services, or for political endorsements or
campaigning.

F. Content published on City-operated websites and social media sites, and all digital account
information for those sites accessible to the City (even if stored on a third-party service
provider’s platform like Facebook), are public records subject to the Georgia Open Records Act

and local government record retention schedules. The City is responsible for timely and
accurately responding to requests for public records related to its websites or social media sites.
Content removed from City-operated websites and social media sites must be retained and stored
in an accessible format consistent with record retention schedules.

G. The most current version of official City logos and branding graphics shall be used
consistently across all City-operated websites and social media sites.

H. No copyrighted material shall be posted or shared on any City-operated website or social
media site unless the City has a license to use the material or the consent of the creator.

SECTION 4. TERMS OF USE

A. The City reserves the right to remove any content posted by an Administrator or any other
City employee speaking pursuant to their official job duties on a City-operated social media
site or website that is deemed to be inconsistent with the City's values or mission, or in
violation of this Policy or any applicable law.

B. Regarding City-operated social media sites or websites that allow users to comment react, or
share content, users must respect the topic limitations stated in the "About" section of the

site, and are prohibited from publishing the following:

1. Obscene content;

2. Statement of intent to inflict physical harm on another-

3. Incitement to imminent unlawful activity;

4. Copyrighted material without consent of the creator;

5. Known computer viruses or malware;

6. Advertisements or promotions for third-party services or products;

7. Promotion or endorsement of candidates for political office.

C. Regarding City-operated social media sites or websites that allow users to comment, react, or
share content, users are encouraged to maintain a civil tone of discourse. This includes,

without limitation, refraining from use of profanity or use of derogatory slurs or epithets

based on the protected categories of race, national origin, sex, sexual orientation or gender
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identity, religion, age, disability, or veteran status.
SECTION 5. MODERATING USER CONTENT

A. Administrator(s) for each City-operated social media site or website that allows users to
comment, react, or share content shall regularly monitor the site - preferably at least once

each business day.

B. Administrators must uniformly enforce the topic limitations stated in the "About" section of
their assigned City-operated social media site or website. This means that positive or friendly
off-topic content must be addressed with equal consistency and rigor as negative or critical
off-topic content.

C. Clearly off-topic or prohibited user content as defined in Section 4.B above may be deleted
or hidden, but only after consultation with and agreement by the City attorney. The user shall be
notified in writing as to which content has been deleted or hidden, and why, and the user

shall be redirected to this Policy.

D. A user who publishes prohibited content as defined in Section 4.B above on three or more
separate occasions in a 12-month period may, after consultation with and agreement by the
City attorney, be blocked for 30 days from publishing further content on the site. The user
shall be notified in writing of this restriction, the specific instances of prohibited content
underlying it, and the user shall be redirected to this Policy.

E. A user who has once been suspended from publishing further content for 30 days, and who
thereafter publishes prohibited content as defined in Section 4.B above on two or more
separate occasions in a 12-month period, after consultation with and agreement by the City
attorney, be permanently blocked from publishing content on the site. The user shall be
notified in writing of this restriction, the specific instances of prohibited content underlying
it, and the user shall be redirected to this Policy.

F. Under no circumstances shall a user’s ability to access or view a City-operated social media
site or website, or to repost content from the site, be blocked.

SECTION 6. PRIVACY

Written permission or release is required in advance of the City’s posting on City-operated social
media sites or websites photos or video depicting identifiable private individuals. Permissions or
releases for minors must come from their parent or guardian. Permissions or releases may be in
the form of an email confirming that the City’s use of the photo or video is acceptable.

SECTION 7. DISCLAIMER

City-operated social media sites and websites shall contain the following disclaimer:
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“The City operates this site pursuant to its Website and Social Media Policy [link to Policy]. The
City monitors this site during regular business hours, Monday to Friday, 8:00am-5:00pm,
excluding City holidays. However, the City does not commit to replying to all comments or
moderating all discussions on this site.

All information provided by the City of Morrow on this site is for informational purposes only
and is subject to change without notice.

This site may contain links to information posted by a variety of public sources. The appearance
of external links on this site does not represent endorsement by the City of Morrow of the content
accessed by clicking on the links, nor has the City verified the accuracy of that content.

The City has taken reasonable precautions to ensure there are no viruses associated with this
site. However, the City advises that it is not responsible for any loss or damage resulting from
use of this site.

Facebook, X (formerly Twitter), and YouTube are third party service providers that may collect,
store, and manage users’ personal information when users access this site. The City has no
control over this. Please refer to the applicable third party service provider’s terms of service
and/or privacy statements for particulars.

If you have any questions about the City’s operation of the site, please contact the City at (770)
961-4002.”

SECTION 8: CITY EMPLOYEES’ PERSONAL USE OF SOCIAL MEDIA

A. City employees have a First Amendment right to speak on social media in their personal
capacity as individual citizens on matters of public concern.

B. The foregoing right is not absolute. When City employees’ private-citizen speech
compromises their ability to effectively carry out their official job duties or is materially
disruptive to their City workplace, the City may take corrective or disciplinary action.

C. City employees are encouraged to maintain a professional and civil tone when speaking
on social media as private citizens about City matters. This includes, without limitation,
avoiding posts that:

1. Contain obscene content;

2. State an intent to inflict physical harm on another;

3. Incite imminent unlawful activity;

4. Use profanity or derogatory slurs or epithets based on protected categories

including race, national origin, sex, sexual orientation or gender identity, religion,

age, disability, or veteran status.
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